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Development of Criminal Prosecutions of Terrorists

Overall themes:

· Congress as reactive, not proactive.

· “policy windows”

· Not separation of powers, but separate institutions with shared powers.

Terrorism events

· 1961: 1st hijacking of U.S. aircraft

· 1972: Munich Olympic Massacre

· 1979-81: Iran Hostage crisis

Foreign Intelligence & Surveillance Act of 1978

· Paradigm was James Bond

· Probable cause required is that target of surveillance is foreign power or agent of foreign power.

· The purpose or the primary purpose must be to gather foreign intelligence.

Classified Information Procedures Act of 1980

· Without this, rarely could the gov’t afford to prosecute terrorism or espionage cases in criminal courts.

· Moussaoui  appeal

· 4/18/83: Bombing of U.S. embassy in Beirut

· 10/23/83: Bombing of U.S. Marine Barracks in Beirut

· 3/16/84: Buckley kidnapped, later murdered

· 4/12/84 U.S. servicemen bombed in Spain

· 6/11/85: Royal Jordanian hijacking (Yunis)

· 6/14/85: TWA hijacking

· 10/7/85 Achille Lauro hijacking

· 11/23/85 Air Egypt Hijacking (Rezaq)

· 3/30/86: TWA flight 840 bombing

· 4/5/86: Berlin discotheque bombing

Omnibus Diplomatic Security & Antiterrorism Act  1986

· Addresses international terrorism as it may impact on U.S. interests abroad.

· No one yet considered much risk of attacks at home.

· No new crimes, except for terrorist attacks that harm U.S. nationals abroad (2331, now 2332)

U.S. v. Yunis
867 F.2d 617 (DC Cir. 1989)

· 6/11/85 hijacking

· 9/13/87 FBI HRT arrest in Mediterranean

· Convicted in DC

United States v. Rezaq
(134 F.3d 1121 (DC Cir. 1998)

· 1985 hijacking

· 2 passengers killed (not U.S.), one U.S. citizen wounded

· Bungled raid (57 passengers killed)

· 7 years in Malta

· Nigeria ( Ethiopia ( Sudan

· HRT in 2/1993.

· Convicted in DC

CIA Shootings

· 1/1993

· Captured in Pakistan by FBI and ISI in June 1997

· Convicted and sentenced to death by Fairfax County, VA in 1998.

Antiterrorism & Effective Death Penalty Act of 1996

· Reaction to experience prosecuting WTC 1.

· New approach: first-stage, preventive attacks on terrorist organizations directly.

· Added the material support crimes.

· Added terrorism offenses to the lists of predicates for money laundering.

· Most post 2001 prosecutions use this Act.

Chain of causation

· AEDPA as first statute to work up chain of causation, but government has not yet adopted anticipatory prosecution as primary model.

September 11, 2001

· Symbolism

· Casualties

· Decapitation

AUMF of 9/18/01

· “use all necessary and appropriate force against those nations, organizations, or persons he determines …

Paradigm shift to Prevention

· AG Ashcroft speeches – spitting on the sidewalk

· Reorganization of DOJ, including FBI

· Creation of Joint Terrorism Task Forces

Spitting on the Sidewalk

10/25/01:

Let the terrorists among us be warned: If you overstay your visa – even by one day – we will arrest you. If you violate a local law, you will be put in jail and kept in custody as long as possible. We will use every available statute. We will seek every prosecutorial advantage. We will use all our weapons within the law and under the Constitution to protect life and enhance security for America. In the war on terror, this Department of Justice will arrest and detain any suspected terrorist who has violated the law. Our single objective is to prevent terrorist attacks by taking suspected terrorists off the street.

Watershed after 9/11/01

Shift to prevention.  Thus, prosecution becomes tool of bigger strategy.  Called on not to look back, but to look ahead.  Big three:

· immigration

· money laundering

· aiding and abetting or conspiracy of substantive terror offenses

“199 Review”

We were there because of two enormous paradigm shifts:

· Wall is down

· prevention

USA PATRIOT ACT

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism

Passed by Congress

Themes in the Act

· Updates for existing technology

· Examples:

· Cellular telephones

· Cable internet access

· Wire communications that are not verbal

· Sharing of information about terrorists between law enforcement and intelligence agencies.

Problems with understanding

· Almost everything in Act is an amendment to something else, so can not be read alone.

· Example: Section 104:

· SEC. 104. REQUESTS FOR MILITARY ASSISTANCE TO ENFORCE

PROHIBITION IN CERTAIN EMERGENCIES.

Section 2332e of title 18, United States Code, is amended—

(1) by striking ‘‘2332c’’ and inserting ‘‘2332a’’; and

(2) by striking ‘‘chemical’’.

USA Patriot Act: Overview

· Enhancing Domestic Security Against Terrorism

· Enhanced Surveillance Procedures

· International Money Laundering Abatement

· Protecting The Border

· Removing Obstacles to Investigating Terrorism

· Providing for the Victims of Terrorism, Public Safety Officers and their Families

· Increased Information Sharing for Critical Infrastructure Protection

· Strengthen Criminal Laws Against Terrorism

· Improved Intelligence

Title I:  Enhancing Domestic Security Against Terrorism

· Increased funding for FBI technical support center

· WMD assistance

· Electronic crime task forces

· Presidential authority to confiscate and take title to enemies’ property and to retaliate against terrorists where congress has not formally declared war against a foreign nation

Title II: Enhanced Surveillance Procedures

Sections 201 & 202: Authority to Intercept Communications

· Adds terrorism offenses to the list of available offenses for which wiretap orders are available to investigate computer fraud.

· Wiretaps only permitted by court order related to a list of enumerated crimes.

· The new offenses are for those that terrorists are likely to commit.

Section 203: Share Criminal Investigative Information

· Allows law-enforcement personnel to share grand-jury information regarding foreign intelligence with various other federal officers without first obtaining a court order.  

· Previously law precluded criminal investigators from sharing foreign-intelligence information with other intelligence, immigration, national-defense and national-security personnel

Section 206: Roving Surveillance

· Prior law did not permit law-enforcement to seek the assistance of a third party unless the FISA court issued an order specifically naming the third party.

· The Patriot Act permits law-enforcement to enlist the help of newly discovered third parties without obtaining additional court orders.  Now law-enforcement can monitor terrorists and intelligence officers who attempt to thwart surveillance by rapidly changing cellular phones and internet accounts just before meetings or communications.

Section 213: Authority for delaying notice of the execution of a warrant.

· Several limitations on this authority

· government must demonstrate reasonable cause to believe that providing immediate notice would have an adverse result

· prohibits the government from seizing any tangible property or stored wire or electronic communication unless it makes a showing of reasonable necessity

· the warrant must require the giving of notice within a reasonable time of the execution of the search.

Section 214: Pen Registers Under FISA

· Eases the legal requirements of law-enforcement officials to obtain court permission for pen/trap orders in international terrorism investigations.  Now analogous to criminal procedure.

· Prior law required the government to certify that the device to be monitored had been used to contact a foreign agent engaged in terrorism.

Pen Register / Trap and Trace Orders

· Now the government can obtain an order in investigations to protect against international terrorism or clandestine intelligence activities

· The device must be relevant to an international terrorism investigation.

· No longer need to show device had been used.

Section 215: Business Records

· Certain law-enforcement personnel can now apply to the FISA court for an order requiring the production of any tangible thing.  

· The application must certify that the records are sought as part of an investigation of international terrorism or clandestine intelligence activities. 

· A United States person cannot be investigated on the basis of First Amendment protected activities. 

· So-called “Library Provision.”

Section 218: Foreign Intelligence Information

· Law enforcement previously had to apply for surveillance or searches under FISA by certifying that the “primary purpose was to gather foreign intelligence.” Now the government can conduct FISA surveillance / searches if foreign intelligence gathering is a “significant purpose” of the investigation.

· Reduces the need of officers to evaluate whether the investigation is for predominantly criminal or intelligence purposes. Allows increased collaboration between law enforcement and intelligence personnel

Section 219: Search Warrants

· Allows law enforcement to obtain a search warrant anywhere a terrorist related activity occurred.  This does not change the standards for obtaining a warrant, but streamlines the process.

· Previously, Rule 41(a) of the Federal Rules of Criminal Procedure required law enforcement to obtain a search warrant in the district they intend to conduct a search.

Title III: International Money Laundering
and the Anti-terrorist Financing Act of 2001 

· Section 319. Forfeiture of funds in United States interbank accounts -- Permits the forfeiture of funds held in United States interbank accounts.

· Allows the government to seize funds subject to forfeiture, which are located in a foreign bank account, by authorizing the seizure of the foreign bank’s funds that are held in a correspondent U.S. account.  

· The Department has used section 319 in several significant cases. 

Title III (Continued)

· Section 373. Illegal money transmitting businesses.

· Makes it unlawful to run an unlicensed foreign money transmittal business, and eliminates prior requirement that the defendant have known about the state licensing requirement.

· Terrorists and their supporters often use unlicensed foreign money-transmittal businesses to raise funds for terrorist operations.

· The Department has used section 373 in a number of important terrorism and national-security cases.

Title IV: PROTECTING THE BORDER

· Subtitle A: Protecting the Northern Border

· Triples the number of Border Patrol personnel and Customs Service personnel at ports of entry in each State along the Northern Border 

Protecting the Border (cont.)

· Subtitle B: Enhanced Immigration Provisions

· Definitions relating to terrorism

· Mandatory detention of suspected terrorists

· 7 days absent criminal or deportation proceedings

· If unlikely to be deported in foreseeable future, Attorney General may authorize continued detention

· Six month certifications

· habeas corpus

· judicial review

Protecting the Border (cont.)

· Subtitle B: Enhanced Immigration Provisions (continued)

· Multilateral cooperation against terrorists

· Visa integrity and security

· Entry-Exit Task Force

· Foreign student monitoring program

· Machine readable passports

· Prevention of consulate shopping

Protecting the Border (cont.)

· Subtitle C: Preservation of Immigration Benefits for Victims of Terrorism 

· Special immigrant status

· Humanitarian relief for certain surviving spouses and children

· No benefits to terrorists or family members of terrorists

Title V: Removing Obstacles to Investigating Terrorism

· Section 502: Awards

· Allows Secretaries of State and the Attorney General to offer rewards to combat terrorism.  

· Limited to terrorism only.

· Section 503: DNA

· Authorizes collection of DNA evidence from anyone convicted of a federal crime of terrorism or a crime of violence.

Sec. 504: FISA Officials Coordination
with Law Enforcement

Title VI: Providing for Victims of Terrorism, Public Safety Officers, and Their Families

· Streamlines the Public Safety Officers Benefits Program application process for family members of law enforcement officers, firefighters, and emergency personnel who perished or suffered serious injury in connection with prevention, investigation, rescue or recovery efforts related to a terrorist attack 

· Raised the total amount of Public Safety Officers Benefits Program payment to $250,000 

Title VII:  Increased Information Sharing for Critical Infrastructure Protection

· Expansion of Regional Information Sharing System (RISS) to facilitate Federal-State-local law enforcement response related to terrorist attacks. 

· Currently, 5,700 Federal, State and local law enforcement agencies participate in the RISS Program.

Title VIII: Strengthening Criminal Laws Against Terrorism

· Federalization

· Crime is usually a state matter

· New Offenses:

· Chemical weapons offenses

· Killing United States nationals abroad

· Using weapons of mass destruction

· Felonious computer fraud—allows law enforcement to gather information about attacks on computer systems.

Section 801:  Mass Transit Systems

· Created a new federal crime:  attacking a mass transit system

· Makes it illegal to wreck a mass transportation vehicle or place a biological toxin near a mass transportation vehicle

Section 803: Harboring Terrorists

· Prior law made it illegal to harbor persons engaged in espionage.

· Current law makes it illegal to harbor persons engaged in terrorism.

Section 805: Material Support

· Punishes individuals who provide material support to terrorists

· Amended existing law so make clear that “material support” includes:  currency, lodging training, weapons, all forms of money or monetary instruments, expert advice or assistance

Section 809: Statute of Limitations

· Abolished the statute of limitations for terrorism crimes resulting in, or creating a foreseeable risk of death or serious bodily injury.  

· Other terrorism crimes retain the eight year statute of limitations.

Title IX: Improved Intelligence

· Federal law enforcement personnel may share foreign-intelligence information with intelligence, protective, immigration, national defense and nation-security personnel

Section 901: CIA

· Amended the National Security Act of 1947 to require the Director of CIA to establish requirements for the collection of foreign-intelligence information under FISA.

· Requires CIA to assist Attorney General in ensuring that information is used effectively for foreign intelligence purposes.

Section 905: Sharing Information

· Requires Attorney General to disclose to CIA Director any foreign intelligence acquired by the Justice Department or its components during criminal investigations.

· Requires Attorney General to develop guidelines for information sharing.

New Legal Authority to Share Information

· Permits law enforcement to share information for critical infrastructure protection.

· Requires the Attorney General to establish a program to train government officials in the identification and use of foreign intelligence. (Section 908)

· Establishes Secure Information Sharing Systems to enhance the ability to investigate and prosecute multi-jurisdictional terrorist activities.

Homeland Security Act of 2002

· Addresses communication failure, connecting the dots

· Created the Department of Homeland Security

· “The HAS was an effort by Congress to increase communication and information sharing among intelligence and law enforcement agencies without creating too much centralization and too much concentration of power.”  NO Gestapo.

Intelligence Reform & Terrorism Prevention Act of 2004 

· Response to 911 Commission

· Created the Director of National Intelligence (DNI)

· Defines national intelligence to include both gathered domestically and abroad and to include WMD.

· Created the National Counterterrorism Center

USA PATRIOT Improvement and Reauthorization Act of 2005 (March 9, 2006)

· Extended all sunset provisions

· Amended some other provisions

· Created National Security Division at DOJ

· Judicial review of NSL’s

Terrorist Surveillance Program

· Trans-national intercepts if calls or emails where executive determines one party is linked to al-Qaeda.

· Administration says:

· Inherent Authority

· Also authorized by AUMF

Protect America Act of 2007
· Modifications to the Foreign Intelligence
Surveillance Act 

· FISA amendments and TSP

· Most expired last Saturday

· New issue added of Telecom immunity.

Protect America Act of 2007:
Modifications to the Foreign Intelligence
Surveillance Act


· FISA amendments and TSP

· Talk about more when we cover FISA later in course

